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ABSTRACT

Organizationsfacebothopportunitiesandriskswithbigdataanalyticsvendors,andtherisksarenow
profound,asdatahasbeenlikenedtotheoilofthedigitalera.Thegrowingbodyofresearchatthe
nexusofbigdataanalyticsandcloudcomputingisexaminedfromtheeconomicperspective,based
onagencytheory(AT).Aconceptualframeworkisdevelopedforanalyzingtheseopportunitiesand
challengesregardingtheuseofbigdataanalyticsandcloudcomputingine-businessenvironments.
Thisframeworkallowsorganizationstoengageincontractsthattargetcompetitiveparitywiththeir
service-orienteddecisionsupportsystem(SODSS) toachieveacompetitiveadvantagerelated to
theircorebusinessmodel.Auniquecontributionofthispaperisitsperspectiveonhowtoengagea
vendorcontractuallytoachievethiscompetitiveadvantage.Theframeworkprovidesinsightsfora
managerinselectingavendorforcloud-basedbigdataservices.

KEywoRDS
Agency Theory, Big Data Analytics, Cloud Computing, Competitive Advantage, Competitive Parity, E-Business

INTRoDUCTIoN

Theproliferationofmobiledevicesandtheabilityofalmostanyelectronicdevicetoconnecttothe
Internethavesignificantlyincreasedtheamountofdatageneratedbybusinessesdaily.Thisincrease
inthemagnitudeofdataiscalledbig data(Hashemetal.,2015);itisdifficulttostore,process,and
analyzeusingtraditionaltools,suchasrelationaldatabases.Bigdataisdistinguishedfromtraditional
databyvolume,velocity,variety,veracity,andvalue(Marr,2015).Thesecharacteristicshelpbusiness
managerstomakeimportantdecisionsinrealtime(Höchtl,Parycek,&Schöllhammer,2016).The
natureandoriginofthesecharacteristicscanbeexplainedbythedatalifecyclewhereabusiness
collects,stores,processes,andmakesmeaningoutofthedataattheirdisposalfromgenerationto
insight.Figure1illustratesatypicaldatalifecyclewhereabusinessusestheinsightsobtainedfrom
theprocesseddatatogathermoredata.Thedatalifecycleprocessleadstochallengesthattypical
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businessesdonotfaceintheirdailyoperationsindealingwithbigdata,oftenprohibitinginsightsif
thebusinessisunpreparedtohandlethem.

Manyorganizationsareunabletomanagetheirexistingsmallerdata,andbigdataaddsalayer
ofcomplexity,ascapabilitiesarenecessarywithanalyticsandstorage(Troester,2012).Thus,despite
thepervasivenessofbigdatatechnologies,manye-businessfirmsareunabletoachievetheelusive
statusofsuccess(Gupta&George,2016).

Thisstudypositsthatoneexplanationfororganizationsmissingoutonthesuccessofbigdata
relatestothenatureandeffectofthecontractbetweenvendorsprovidingcloud-baseddataanalytic
servicesandclientsreceivingthoseservices.Amongtheopportunitiesforbigdataandanalyticsin
thecloudisanecosystemconceptuallyreferredtoasaService-Oriented Decision Support System 
(SODSS).DemirkanandDelen(2013)suggestthatvaluecanbecreatedthroughtheimplementation
of accrued knowledge from the interactions of service systems that involve people, technology,
organizations,andsharedinformation.Therearechallengesasvendors,usuallythirdparties,are
requiredtomanagetheseprocessesunlessthecorecompetencyoftheorganizationistechnology,
particularlyrelatedtobigdata,analytics,andthecloud.Thisstudycomplementspriorstudiessuch
asPakath(2015)andYu(2016)thatprovideinsightsforbusinessestocreatevaluefrombigdata
analytics.Thisstudyseekstoenhanceunderstandingofeconomicbenefitsofanalyticsliteratureby
investigatingthefollowingresearchquestions:

Question 1:Whatchallengesdoe-businessorganizationsfaceinusingcloud-basedbigdataanalytics?
Question 2:Whatdecisionfactorsshoulde-businessorganizationsconsiderintheircontractswith

agentsregardingcloud-basedbigdataanalyticstoachievecompetitiveparity?
Question 3:Howshoulde-businessorganizationsmanagetheircontractswithcloud-basedbigdata

analyticsvendors?

Inresponsetothesequestions,thisstudydevelopsatheoreticalframeworktounderstandthe
opportunitiesandchallengesofbigdataanalyticsincloudcomputingfore-businesses(Amit&Zott,

Figure 1. Data life cycle
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2001)fromaneconomicperspectivetomaximizecompetitiveparity(Mata,Fuerst,&Barney,1995).
Thefindingsprovideinsightstoe-businessfirmsintohowtheycanmakethemostfromthepotential
dataavailabletothemandunderstandthechallengesintheprocess,particularlytheirdecision-making
regardingthetypeofvendorforbigdata.Therateofadoptionofdataanalyticstoolssuggeststhatmost
firmswouldcontinuetousetheservicesofthird-partyvendors.Anexaminationofclientdecisions
andissuesincontractingvendorsreducesuncertaintiesinadoptinganalytics.

BACKGRoUND: CLoUD-BASED DATA ANALyTICS CHALLENGES

Data Scalability and Availability
Theriseofbigdata,fromtheproliferationofsensorsandtheabilitytomeasurethingsatminutelevels,
hasledtotheproductionofpetabytesofdatainalmostallkindsofelectronicbusiness.Muchofthis
dataisoflittleinterestandshouldbefiltered.Cloudprovidersstilllackround-the-clockserviceasthey
experienceoutages,notableamongtheseisthefamousAmazonWebServices(AWS)2012outage
(Williams,2012).Thisplacesextraresponsibilityone-businessfirmstomonitortheirservices.Some
businessesuseinternalorthird-partytoolstosuperviseusage,ServiceLevelAgreements(SLAs),
performance,robustness,andbusinessdependency.

Data Integrity
Thedatagatheredinelectronictransactionsdonotalwayscomeinaformthatcanbeeffectively
analyzed.However,collectingdataattheoriginalsourcesandaggregatingthemcanbeatechnical
challengeformoste-businessfirms.Therefore,generatedbigdatamightnotalwaysbegivingaccurate
information.Forexample,reviewerssometimesmisinformotherreviewers,andcustomerservice
personnelmaynotprocesscustomercomplaintstheydeemdetrimentaltotheirjobs.Thispresents
challengesregardingthevalidityofgathereddata.

Data Quality
Bigdatacanbehighlynoisy,dynamic,untrustworthy,inter-related,andheterogeneous(XindongWu,
XingquanZhu,Gong-QingWu,&WeiDing,2014).Nonetheless,bigdataisstillvaluablebecause
informationobtainedfromtheanalysisofdataorwebminingusuallyempowersindividuals,leading
tothediscoveryofhiddenpatternsandknowledge.Informationredundancycanhelpcompensatefor
missingdataandenhancetheefficiencyoftheseanalyses.Thevalueofbigdataanalysisine-business
isenhancedifanalysiscanbedonerobustlyunderdifficultconditionssuchas limiteddata.The
qualityoftheneededinformationdependsontheabilitytocoordinatedisparatedatabasesystems.
Despiteadvancesincloud-basedanalytics,gatheringhigh-qualitydatafrome-businesssitesisstill
achallenge(XindongWuetal.,2014).

Loss of Control
Someconcernsofe-businessfirms’transitioningtocloud-basedbigdataanalyticsincludesecurity
andprivacyofcustomerdata(Chen,Chiang,&Storey,2012).Thisisbecausedatathatresides
outside the corporate firewall presents data owners’ challenges in the exercise of control and
oversightindataprotection.Cloudinfrastructurehackingcanaffectmultipleclients.E-business
firmswouldhavetoincurextracosttopurchaseadditionalsecurityapplicationsandencryptfiles
acrossseveralservers(Chenetal.,2012).

Lock-In
SLAofsomecloud-basedbigdataanalyticsprovidersmaybeinadequatetoguaranteeavailability,
scalability,andeaseofdatamobility(Subashini&Kavitha,2011).Thus,somee-businessfirmsmay
havejustifiedconcernswhenthingsthatarenotundertheircontrolgowrong.Thelossofcontrol
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overdatatothecloudproviderisavalidconcernwhentheaccountabilityforthesafety,security,
andproperuseofitsbusinessdataarepoorlynegotiatedincloud-basedbigdataanalyticscontracts
(Subashini&Kavitha,2011).Onekeyrecommendationforselectingtheserviceproviderisforan
e-businessfirmtohaveanalternativeforclouddisasterrecovery,incasethedisasterisabankrupt
serviceprovider(Behrendetal.,2011).Thisreducestheirexposuretobeinglockedintooneprovider.

THEoRy AND DECISIoN FRAMEwoRK FoR ECoNoMIC ANALySIS

Agency Theory in Cloud-Based Big Data Analytics for E-Business
Agency Theory (AT)dealswithissuesthatarisewhentwoormorepartiesareengagedinatransaction
inwhichadecisionmadebyonepartyaffectstheotherpartiesinthetransactions.Actionsanddecisions
byvendorsofbigdataanalyticsaffecttherelationshipwithe-businessfirms.AThighlightsissuesof
goalincongruencebetweenanagent(cloudbigdataanalyticsvendorsandbrokers)andaprincipal
(e-business user firms). Some have applied it in other areas, such as understanding outsourcing
relationships(Tiwana&Bush,2007).ATsuggeststhatinformationasymmetryistheunderlyingkey
tounderstandingprincipal-agentproblems,astheagentisassumedtopossessprivateinformation
aboutthetypeandnatureofcloud-basedbigdataanalyticsservicesthattheprincipalisnotprivyto,
orcanonlybeabletoacquirewithaddedcostandeffort.Institutingbehavioralandoutcomecontrols
incontractsassuggestedbyATtoprotecte-businessclientswillonlybesuccessfuliftheprincipal
(clientfirm)canconfidentlyspecifycurrentandfuturerequirementsfortheprivacyandsecurityof
itsdatagenerationandanalyticactivities.Extrademandsfromprincipalswillnotalwaysbeinthe
agent’s(serviceproviders)interestsasitrequireschargingtheclientextraforanythingthatisnotin
thecontract.Thatwillultimatelyaffecttheprovider’sprofitability(Gottschalk&Solli‐Sæther,2005).
Withtheinabilitytonegotiateacontractthatcoverseverypossiblesituation(Bakos&Brynjolfsson,
1993),somecloud-basedanalyticsproviderscouldhidebehindtheirinefficienciestofullydeliver
theirsubstandardservices,suchasinsecurevirtualization.Providersmayblameanynon-favorable
outcomestooutsideforces.

Agents
Cloud Vendors
Clientfirmsusingcloud-basedservicessuchasInfrastructureasaService(IaaS)canpayforexactly
theamountofserviceused,similartoelectricity,water,andstorageservices.Thisabilitytopayas
neededenablesfirmstostoremoredatageneratedduringtheiroperationwithouthavingtoworry
aboutlimitationstotheirphysicaldevices.Asaresult,datacanbegeneratedinlargevolumesandat
afasterratethanbefore.Thus,thebigdataphenomenonislargelydrivenbytheabilityoffirmsto
generateandstoredatawithlittleornoconstraints.SomeexamplesofIaaSprovidersincludeAWS,
whichofferscomputationandstorageservices,WindowsAzure,whichisbelievedtobeanaturalfit
forclientsworkingonMicrosoftplatforms,GoogleCloudStorage,GoogleBigQeury,andGoogle
CloudSQL.Additionally,GoogleComputeEngine is also touted tobebest suited forbigdata,
datawarehousing,high-performancecomputing,andotheranalytics-focusedapplicationssuchas
RackspaceOpenCloud,IBMSmartCloudEnterprise,andHPEnterpriseConvergedInfrastructure.

Cloud Brokers/Integrators
CloudServiceBrokerage(CSB)functionsasintermediariesbetweenclientfirmsandcloudservice
providers.Theintermediaryservicesprovidedbythesebrokeragesincludeaggregatingmultiplecloud
servicesandintegratingcloudserviceswithin-houseapps.Insomeinstances,thesebrokeragesprovide
customizablecloudservicestomeettheneedsofclients.ThethreerolesforCSBsareaggregation,
integration, and customization. A CSB-as-aggregator pulls together multiple cloud services and
providesthemtotheendcustomer,essentiallyactingasareseller.Theintegrationrole,meanwhile,
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callsforthebrokertolinkcloudservicesandon-premisessystemswhilecustomizationinvolvesthe
tweakingofcloudservicestomeetthecustomer’sneedsorthecreationofapplicationstoruninthe
cloudsetting.SomeexamplesofbrokersincludeAWSMarketplace,DellBoomi,RackspaceCloud
ToolsMarketplace,SoftChoiceCloud,andSaaSMax.AnnualITspendingontheseCSBservicesis
forecastedtoreachapproximately$160billionby2018(Gartner,2015).

Cloud-Based Big Data Analytics Contract Challenges
Agent Underperformance
E-businessfirmsexpectthecontinuousprovisionofcloudservicesyear-roundtodeliverflawless
servicestotheirclients.ThesegoalswillbehamperedseverelyiftheirITinfrastructureisunavailable
sincetheirentireoperationisonline.ContractsintheformofSLAsofmostcloudproviderssuchas
AWSpromise99%availabilityandwithapromisetopayforanydowntime(AmazonWebServices,
2013).However,thesecomewithcaveatssuchasestablishingthecauseofdowntimetobereasonably
withintheserviceprovider’scontrol,promptingsomeindustryexpertssuchasGartnerresearchers
todescribesuchcloudSLAsashavinglittleusefulness.Itis,therefore,verypossibleforservice
providerstoblameunderperformance,fromserviceoutagestothecaveatsintheirSLAs,tominimize
theirlosses.AcaseinpointisthefamousoutageofAWSfor23hoursaffectingservicetoNetflixand
otheronlinebusinessesaroundChristmasEvein2012whenmediaserviceproviderssuchasNetflix
areinpeakdemand.AWSattributedthischallengetofailuresinitsloadbalancersandofferedits
standardapologiestomakeupforit(Mann,2013).Therefore,itischallengingfore-businessfirms
tograciouslyhandovertheirmission-criticalservicestothird-partycloud-basedbigdataanalytics
vendorsforfearitmightgodownforalmostawholedaywithimmeasurablenegativeconsequences
and no compensation. Firms’ inability to assess vendors’ capabilities and SLA caveats properly
createsasymmetriesininformation,whichleadstoheightenedchancesofmoralhazards(Pallas,
2014).E-businessfirmsbearmoreriskthanserviceprovidersinthesetransactions.Priorstudies,
suchasMao,Lee,&Deng,(2008)suggestthatclientfirms’trustinorcontroloverthevendorcould
improvetheperformanceofthevendor.

Agent Shirking
Cloud-basedbigdataanalyticsoperateunderthepremisethatintegratedresourcesarebetterused
than disparate ones because users have varying demands for computing resources at different
times.Aggregatingthesecomputingandanalyticdemands,serviceproviderscanmeettheneedsof
manye-businessfirmswithlimitedresourcescomparedtoeachfirmhavingtheirowncomputing
resources.This is nominor task for serviceproviders, as theyneed to accuratelypredict user
requirementsandinvestinanalytic,server,spare,andbackupcapacitiesinanoptimalmanner.Excess
investmentsintheseareasmeansincreasedcostsforvendors,whichultimatelygettransferredto
thee-businessfirmsrequiringtheirservices.Thus,cloudvendorsareinaconstantdilemmaabout
theirinvestmentsincapacity,sincetheirgoalistomaximizethebenefitsfortheirshareholders
andnottheirclients.Thiscreatesinformationasymmetriesabouthowtoguaranteeservicesfrom
adequateservercapacity/backupsandmaximizingvendorprofits.Clientsunawareofthesecapacities
couldencouragevendorstoshirkingtheirresponsibilitytoprovidebackupsforclients,asstated
inmostSLAs.Vendorsexpectclientstoattributepoorservicestoaspikeindemandforservices
frommultipleclients.Forinstance,Nirvanix,acloudstorageserviceheadquarteredinSanDiego,
inpursuitoftheirsingulargoalofmaximizingvalueforitscreditors,shirkedtheirresponsibility
toprovidecontinuousstorageservicestotheirclientsasstatedintheirSLAanddecidedtoclose
theirservicesbyfilingchapter11bankruptcyprotections(Lowe,2013).Althoughalternativeplans
weremadetotransferitscustomerstoIBM,mostoftheirclientswereunawareofprioractions
oftheirprovidersuntiltheyreceivedtheirtwoweeks’notice.Littlethoughtwasgiventohowthe
changeofserviceproviderswouldimpacttheirclients’business.
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Data Poaching and IP Theft
Asthesee-businessfirmssharethesameresources,vendorsmustprovideanotherlayerofsecurity
such that rival firms do not have access to data of a competitor. Increased data federation and
protectionoffirmdataincreasetheoperationalcostofvendorsasthereistheneedtomonitordata
centersconstantlyforbreaches.However,userfirms,suchase-businessfirmslocatedinEurope,are
requiredbytheEuropeanUnion(EU)regulationstostoretheirdatawithintheEU.Forinstance,as
ofOctober2015,itisillegalforstorageproviderstotransferdataoutcomesfromtheEUtotheUS,
evenifthatisaneconomicallyviableoptionleadinggiantcloudvendorssuchasAWSandFacebook
tostartbuildingfull-scaledatacentersinEurope(Drozdiak&Schechner,2015).Forexample,Box.
com,anonlinefilesharingandpersonalcloudcontentmanagementserviceforbusinesseshandeda
user’sentireaccountovertoastranger,whoremovedtheclient’saccount(Tynan,2013).Although
Box.comwasabletofindthecauseandimplementnewprocedurestopreventfutureoccurrence,this
humanerrorheightenstheconcernofmoralhazardsfore-businessfirmswantingtoadoptcloud-
basedbigdataanalytictools.Forexample,rivalfirmsinEuropecouldenduphavingtheirdatastored
nexttoeachotherinthesamedatacenter,andifthedatacentersuffersfrom“Box.comsyndrome,”
theconsequencecouldbefarmoredisastrous.Thus,thefearofIPtheftisrealfore-businessfirms.
Vendors’motivationtoprovidethisadditionallayerofprotectioninadditiontobuildingdatacenters
contained within a geographical location remains an open question. Considering the challenges
discussedhere,thisstudyproposesthat:

Proposition 1:E-businessfirmswillbemorelikelytousecloud-basedbigdataanalyticsservices
whenbrokersandvendorsshowcompetenceinhandlingcontractualchallenges.

Transaction Challenges
Transaction Costs
Transaction costs arise because it is impossible to write a comprehensive contract to cover all
possiblesituations,givingrisetosubsequentrenegotiationswhenthebalanceofpowerbetweenthe
transactingpartiesshifts(Williamson,1979).Iftransactioncostsoffsetproductioncostadvantages
oftheexternalsupplier,thefirmsubsumestheactivity.UsingTransactionCostEconomics(TCE)
astheirtheoreticalbasisforargument,Ang&Straub(1998)concludedthatthesourcingdecisionis
oftenseenasarationaldecisionmadebyfirmsthathaveconsideredtransaction-relatedfactorssuch
asassetspecificity,environmentaluncertainty,andothertypesoftransactioncosts.Wheneveran
activityisconductedunderconditionsofhighuncertainty,orwheneveranactivityrequiresspecific
assets,transactioncosts,thecostsofwriting,monitoring,andenforcingcontractsarelikelytobe
high.Whentransactioncostsarehigh,outsourcingisdeemedtoberelativelyinefficientcompared
withinternal,hierarchicaladministration(Gottschalk&Solli‐Sæther,2005).Increasedlegislation
aboutthestoragelocationofclouddatahasbeenaglobalissue.Therefore,thedirectandindirect
expenses(TCE)ofnegotiating,monitoring,andenforcingexplicitandimplicitcontractsbetweena
clientfirmandcloudbigdataanalyticvendorswillguidetheinitialdecisiontousecloud-baseddata
analyticservices(Tiwana&Bush,2007).

Network Externalities
Anexternality,orspillovereffect,isacostorbenefitthatisincurredbysomeonewhoisnotinvolved
inthetrade.Positivenetworkexternalitiesareaformofbenefitarisingfromanetworkwhenthevalue
ofaddinganextranodeoredgeisfeltbyeveryotherpartofthenetwork(Liu,Gal-Or,Kemerer,&
Smith,2011).Technologicalchangesthatallowustoconnectandsharedatamoreeasilyaredisrupting
establishedbusinessmodels.Networkexternalitiesoccurinthecaseofdatabecausedataisonly
informativewhenitisinterpreted.Thevalueofeachdatumincreaseswiththevolumeofotherdata
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thatitmaybeconnectedwithasthecontextandrangeofanalysisthatispossibleincreases(Gower,
2012).Thishaspromptedsometoadvocateforopendata.Thisisbecausedatais typicallynon-
excludable,implyingthatprohibitingthesharingofdatainmanycasesispracticallyunenforceable.

Switching Costs
Gottschalk&Solli‐Sæther,(2005)concludedintheirstudyofcriticalsuccessfactorsofIToutsourcing
thatorganizationscanminimizetransactioncostsbyrelyinglessonspecificITassets,increasing
transactionfrequency,andreducingcomplexityanduncertaintyinITtasks.However,softwarestacks
incloudcomputinghaveimprovedinteroperabilityamongplatforms,butwithlittlestandardization,
mostofthestorageAPIsforcloudcomputingarestillproprietaryoratleasthavenotbeenthesubject
ofactivestandardization(Armbrustetal.,2010).Thus,clientfirmswhousecloud-basedbigdata
analyticscannoteasilyextracttheirdataandprogramsfromonesitetorunonanotheroreasilyswitch
betweenserviceproviders.Concernaboutdata-lock-inispreventingsomeorganizationsfromadopting
cloudcomputing.Although lock-in isdesirable to serviceproviders, client firmsare susceptible
topriceincreasesandreliabilityproblemsbecauseofincreasedswitchingcosts.Forinstance,on
August8,2008,onlinestorageserviceprovider,TheLinkup,formerlyknownasMediaMax,could
notaccountfor45%ofcustomerdataafteritshutdownduetofailureintheirattempttomovefiles
ofover20,000customerstoadifferentplatform(Brodkin,2008).

Adverse Selection and Incomplete Contracts
Adverseselection,arelatedagencyproblem,couldoccurwhentheanalyticsserviceproviderhas
relevantprivate informationunknown to its clients.Theasymmetryof informationmay leadan
e-businessfirmtomakebaddecisions,suchasdoingmorebusinesswithlessprofitableorriskier
cloudproviders.Usually,theshorterthetimeframeoftheservicearrangement,thelesstimeeachparty
willinvestinwritingacontract.Fortheuncertaintyofthefuture,ifathirdpartyservicearrangement
is fora long time,partieswill investmore timedesigningcontracts thatwillprotect their future
bargainingpowers(Holdup)subsequentlyresultinginthewritingofanextensivecontract(Susarla,
Subramanyam,&Karhade,2010).Thus,theSLAbetweenclientfirmsandserviceprovidersmight
notcoveraspectsoftheusageofcloud-basedbigdataanalyticsleadingtoanincompletecontract
(Bakos&Brynjolfsson,1993).Thepotentialadverseselectiononthepartofe-businessfirmsor
issuesarisingfromtheincompletenatureofthecontract(SLA)couldleadtohigherswitchingcosts
ortransactioncostsforclientfirms(Tuttle,Harrell,&Harrison,1997).Thissuggeststhat:

Proposition 2:Thehigherthelevelofnetworkeffectsgeneratedusingcloud-basedanalytics,the
lesslikelythee-businessorganizationwillbeconcernedabouttransactionuncertaintysuchas
possibleswitchingcostoradversevendorselection.

Countermeasures
Monitoring
ATgenerallyfocusesonproblemsofprovidingincentivesinavarietyofsettings(McAfee&McMillan,
1986,1987).Tomitigatethemoralhazardproblemscausedbyagents,principalsimplementincentive-
basedcontractsthatcompensateagentsbasedonobservableoutcomes.Incentivemechanismsand
monitoringofanycontract result in the reductionofuncertainty,especiallywhen information is
constantlyupdatedoverthecourseofthecontract.Benchmark,asaformofmonitoringagentactions,
canhelpreduceuncertaintyaboutthecapabilitiesofvendorsandtheconsequencesoftheiractions.
Althoughcloudvendorshaveinformationaboutthequalityoftheircloud-baseddataanalytictools
indatageneration,integration,securitycontrols,andstatusofthestandardsoftheirtechnologies,
userclientfirmsmightlacktheappropriatecapabilitytoassessthesecapabilities.Industryexperts
suchasGartner,IDC,Forrester,andTalkinCloudarebetterpositionedtoevaluatethecapabilities
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andbehaviorsofvendorsthanuserfirms.Theseindustryexpertsannuallyevaluatevendorsandrank
vendorsinreportssuchastheGartnermagicquadrantandtheTalkin’Cloud100Report(e.g.,Gartner
magicquadrant2014and2015andTalkin’Cloud100Report2014and2015).Astheaudiencesof
thesereportsincludebigclientfirms,vendorswillimplementsystemsthatproducequalityinformation
touserfirms,ratherthanperuseopportunisticbehaviortothedetrimentoftheiruserclientfirms.
Vendorswilltrytomaintaingoodratingsinthesereportstoattractbusiness,gainthetrustofpotential
clients,andavoidthenegativeeffectlowrankingwillhaveontheirstocks.Also,thevendorfirm
leadershipgetsextracompensationforachievingormaintaininggoodrankings.

Screening and Signaling
Thirdpartycloud-baseddataanalyticsisaformofoutsourcing.Likefirmsengagedinoutsourcing
contracts, e-business firms using cloud-based analytics are also confronted with the issue of
incompletecontractsinguidingthebehaviorofpartiesinvolvedinthetransaction.Vendorsaiming
atmaximizingtheirrevenuemightoverselltheircapabilities,orclientsmightnotbeabletofully
documenttheiranalyticsneedsasthesemaychangeovertime.Informationasymmetryorincomplete
contractscouldgiverisetoagencyproblems.ATsuggeststhataprincipalcouldreduceitschances
of sufferingopportunistic behavior problemsbyhaving an appropriate contract that reduces the
informationasymmetrybetweenthemandtheirvendors(Eisenhardt,1989).Itisinthecraftingof
thesecontractsandtheactualimplementationofthesecontractsthattheexpertiseofBrokersand
Integratorsofcloud-basedbigdataanalyticsarenecessary.

Basedontheinformationandservicesprovidedbybrokersandintegrators,userfirmscanpick
upsignalsaboutthepotentialofvendorsandscreenoutvendorsthatwilllikelydeliverunsatisfactory
results.Effectivesignalsallowbrokersandvendorswhodeliverqualityservicetodifferentiatefrom
thosewhodeliversubstandardservice(Pavlou,Liang,&Xue,2007).Therefore:

Proposition 3:Themoreefficientthecountermeasures(i.e.,monitoring,signaling,andscreening)
areintheindustry,thelesslikelye-businessfirmwillbeconcernedaboutcontractswithvendors
andtheanalyticsservicessourcedinthecloud.

Figure2displaysaproposedtheoreticalframeworktoassistfirmsinmakingthebestdecision
intheuseofcloud-baseddataanalyticscomplementedbypropositions1–3thatresultsinincreased
efficiencyinoperation,betterrelationshipwithcustomers,andincreasedrevenueinthedecision-
makingprocess.

FRAMEwoRK EVALUATIoN

Vendor Denologix and Clients MANULIFE, AVIVA, and BMo Bank Group
Althoughtherearemanydifferentbigdataanalyticsvendors,thevendorsthatsuccessfullymanage
contractualrelationshipswiththeirclientswilldominatethemarket.Forexample,Denologixclients
haveenjoyedsuccesswiththeirbigdataandbusinessintelligenceservices.DenologixisaCanadian
ITfirmthatoffersinformationmanagementplanning,development,integration,andsupportservices
fortransactionalandbusinessintelligencesystemstoitsclients.ContractsbetweenDenologixand
mostofitsclientsarenotpublic.Thefollowinganalyzesthepropositionsadvancedinthisstudy
baseduponpubliclyavailableinformationaboutDenologixanditsclients.

Contractual Challenges (Proposition 1)
Afirm’suncertaintyisreducedwheninvolvedinthedesignoftheservicesdeliveredorwhengiven
controlovervendorperformance.Thisalleviatesconcernsaboutunderperformanceandincreases
trust in thebigdatavendor.Denologix, in its relationshipwithManulifeFinancialCorporation,
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aCanadianbasedinsuranceandfinancialservicesprovidercompany,hasearnedthetrustof the
insurancecompanytomanageitsmostprizedasset-customerdata.AtestimonyofDenologix’s
reputationoftrustworthinessisfromadirectorofMANULIFE:“IhaveworkedwithDenologixfor
overadecadenow...Thisvendorisamazing.I’mhappyIchoseDenologixandwoulddoitagain”
(Denologix InformationManagement,2019).Whenavendorplaces the interestofclientsat the
behestoftheshareholder,thevendortreatsthetrustofthee-businessfirmwithcare.Suchavendor
willnotshirkitsresponsibilitytoabusinessfirm(Pavlouetal.,2007).Denologishasattemptedto
reduceconcernsaboutpotentialshirkingofitsresponsibilitytoitsclient.Thisisconfirmedbya
seniormanageratAVIVA,anotherclient:

Their team is very honest. Their leaders are very transparent and open. Partnerships like this, you 
don’t find anywhere. I met very few vendors that I could say that I trusted. This vendor is amazing. 
I am happy I chose Denologix and would do it again. (Denologix Information Management, 2019)

Figure 2. Proposed framework for analysis of e-business management in the era of big data and cloud computing
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Transaction Challenges (Proposition 2)
E-businessessometimesexperiencestorageneedsoranalyticalcapabilitydemandburstsduetoexternal
events,buttheywastecapacityiftheyoverestimatethespike(Armbrustetal.,2010).Thiscreates
transactionchallenges,includingtransactioncosts,switchingcosts,andnetworkexternalitiesbetween
bigdatavendorsandtheirclients.Thesechallengeswillplayabigroleincreatingvalueforclients.
Themoreclientsthatareusingavendor’sbigdataanalytics,themoreotherconsumerswillbewilling
tousethevendors.Thiscanonlyhappen,however,ifthevendorconsistentlyadherestostandards.
Manyclientsexpectservicelevelagreementuptimesanddataaccuracyof99.99%orhigher(Marston,
Li,Bandyopadhyay,Zhang,&Ghalsasi,2011).Thisisahugetaskformostvendors.Denologixhas
developedtheDataAccuracyIndex(dxINDEX)abenchmarktohelpcompaniesunderstandifthe
datatheyareworkingwithisperformingatoptimumlevels.Denologixhasworkedwithsomeofits
clientstoimprovethequalityandintegrationoftheirdata.Forinstance,thedirectoroftheCanadian
ImperialBankofCommerce(CIBC)hadthistosayabouttheirrelationshipwithDenologix:

Their ability to understand customer needs is quite special. Denologix was very good at listening 
to us and coming up with solutions, which they were able to sell to our own internal clients easily. 
They know how to maintain the highest standard of professionalism and accountability. (Denologix 
Information Management, 2019)

Countermeasures (Proposition 3)
Theprovisionof information that aidsuser firms to screen servicesofvendors is critical to
realizingthevalueofcloud-basedbigdataanalytics.Clutch,aglobalmarketinsightprovider,
makesinformationavailabletoguideuserfirmsintheirdecisionstoselectagoodcloud-based
bigdataanalyticsvendor.Onitsleaderboard,ClutchrecognizedDenologixasaClutchGlobal
Leader.Thisleaderboardincludesover475companiesfromaroundtheworld.Clutchhasranked
Denologixasoneofthetop10BigDataAnalyticsCompaniesin2018(Patrick,2018).Thishas
thepotentialtoreduceuncertaintyfromanyclientofDenologix,includingCIBC,mayhave.
TheVicePresidentofSAShadthistosayaboutDenologix:“Ihavenothingbutgoodthingsto
sayaboutthem”(DenologixInformationManagement,2019).Thisisanimportantmonitoring
andsignalingserviceprovidedbyClutch.Thisleaderboardreportsontheservicesofover200
analyticsvendorsaroundtheworld.Clutchusestheservicesofexpertise,aswellasverifiedcases
foritsrankingofvendors.AccordingtoClutch,someofthetopbigdatabrokersincludeAltoros,
CBIG Consulting, KPI Partners, LatentView Analytics, Beyond the Arc, Anthem Marketing
Solutions,VISUALBISOLUTIONS,InDataLabs,cBEYONData(FormerlyDCSConsulting),
Denologix,PinnacleSolutions,DataRootLabs,PragmaticWorks,SoftwareMill,andAltar.io.
Denologix’srankingdemonstratesthevalueithascreatedforitsclients.Forexample,Bankof
Montreal,operatingasBMOFinancialGroup,investedinanadvancedIFRS9solutionwiththe
aidofDenologix,allowingBMOtoexceeditscreditriskmonitoringandanalysistarget.Thus,
thescreeningandsignalingservicesprovidedbyClutchisabigsteptowardsminimizingthe
chancesoftransactionfailure.

IMPLICATIoNS

This study, in addition to discussing cloud-based big data analytics technologies, presents a
modelthatenablesfirmstocreatecompetitiveparitybyfocusingonissuesthatthreatentheir
contractswithvendors.Theproposedframeworksystematicallyachievescompetitiveparitywith
dataanalyticsbydesigningcontractsthatprotecttheobjectivesofe-businessfirms.Cloud-based
bigdata clients can reduceuncertainty in their contractswithvendors and thus improve the
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probabilityofsuccessusingdataanalytics.Theproposedtheoreticalframeworkisadecision-
makingtoolfore-businessesandsuggeststhataddressingtransactionchallengessuchasshirking,
underperformance,moralhazards,anddatatheftarefundamentaltovaluecreationinsteadof
beingmerelyimplicitpremises.Clients’effortstomaintainflexibleandadaptablecontractswith
vendorswillhavetoavoidsomeofthesechallengesandprovideguaranteesthathelptheprocess
ofvaluecreationneededforcompetitiveparity.Thisstudyenrichesvaluecreationresearchfrom
anagencyperspective.Fromatheoreticalstandpoint,ATandtransactioncosttheoryprovide
insightsintothegovernanceoftheprovisionofcloud-baseddataanalyticsservicesbestsuited
forthirdpartiesvendors,therisksassociatedwithprovidingservices,andhowtomitigatethe
riskeffectively.Thestudyrevealstheessentialelements,links,andpath-to-valuechainsforan
understandingofcloud-basedbigdataanalyticenabledvaluecreation.AsindicatedbyGupta
andGeorge(2016),creatingvaluewithbigdataanalyticsisacomplexprocessrequiringhuman
skillsandintangibleresources.Thediscussioninthisstudyenrichesthetheoreticalperspective
andcomplementspriorstudiessuchasXie,Wu,Xiao,andHu(2016)onhowbigdataresources
couldbecomecooperativeassets.

MANAGERIAL INSIGHTS

Most IT managers must make the decision to use cloud-based analytic tools. However,
managersareoverloadedwithdifferentpromisesandcapabilitiesbydifferentvendors.This
studyhighlightskeyfactorstobeconsideredwhenchoosingandcontractingasmanymanagers
are still in theearlyphaseof technologyadoption.The frameworkdeveloped in this study
providesaguideinthedecision-makingprocesstousecloud-basedbigdataanalytics.The
studydetailshowtheinterestofvendorsandclients’firmsmightbemisalignedandprovides
anewwayofthinkingforunderstandingthevalueofbigdataanalytics.Organizationsshould
carefullyconsider,understand,andreducetheriskofengagingtheservicesofcloud-based
data analytics and create competitive parity to enjoy the benefits of cloud computing as a
strategicasset(Pakath,2015).Additionally,anorganizationshouldanalyzetheirpreparedness
byevaluatingtheirorganizations’managementsupportandthecomplexityofintegratingthe
cloud-basedanalyticswith their local technology (Oliveira et al., 2014;Lowet al., 2011).
Whenselectingavendor, ITmanagers shouldeliminateanyvendorwhoposescontractual
challengestominimizerisks.

Furthermore,ITmanagerswillhavetojustifytheselectionofavendorbyevaluatingboth
the direct and indirect way cloud-based analytics enhances their innovativeness (Oliveira et
al.,2014).Whenthelevelofnetworkeffectsgeneratedusingcloud-basedanalyticsishigh,IT
managerswillhavetobeconcernedabouttransactionuncertainty,suchaspossibleswitching
costsoradversevendorselection.Thelevelofcompetitivepressureintheindustryinfluences
theadoptionandselectionofcloud-basedanalytics tools,but theiruseshouldyieldnetwork
benefits(Alshamailaetal.,2013).

Additionally,ITmanagersmustconsidersecurity,privacy,andethicalityinselectingacloud-
basedanalyticsvendortooptimizetheirreturns(Sunetal.,2018).EvenwhenITmanagersmakethe
bestvendorselection,theinstitutepracticalmeasuressuchasmonitoring,signaling,andscreening
tomitigateanyunforeseenchallenges.Themoreefficientthecountermeasuresareintheindustry,
thelessconcernedITmanagerswillbeaboutcontractswithvendors.Inadditiontothepreceding,
ITcapabilityorcompetenceinmaintainingdata(Hsuetal.,2014;Kwonetal.,2014)andcarefully
analyzinguncertaintiesabout the involvedcosts inprioritizingthevendorsshouldbeconsidered
(Raguseo, 2018). Figure 3 summarizes the key factors that influence IT managers’ cloud-based
analyticsvendorselection.
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CoNCLUSIoN

Theframeworkproposedhereopensnewareasofresearchforexaminingtheroleofenablersand
situationsthatwouldleadtodeliveringeconomicvaluetobigdataclientsandvendors.Thisisbecause
thereislittleinformationonSLAcontractsandrisktransferdesignsthatprovideanoptimalsetof
guidelinesforclientsconsideringtheadoptionofcloud-basedbigdataanalytics.Theframework
suggeststhatuniquemoralhazards,agentshirking,datatheft,andswitchingcostissuesshouldbe
includedintimatelyinSLAdesignconsiderations.

Figure 3. Vendor contracting decision factors
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