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Privacy Concerns and Benefits of Engagement with Social Media-

enabled Apps: A Privacy Calculus Perspective

ABSTRACT: Privacy threats in a social media-enabled application (app) can originate from either 

the institution or other app users. Although privacy in social media is well studied, the role of social 

(peer) privacy concerns is largely unknown and most privacy studies on mobile apps focus on 

initial adoption and ignore long-term behavioral outcomes. Drawing on the privacy calculus theory, 

this study examines the impact of both institutional and social privacy concerns on long-term user 

engagement with social media-enabled apps. Findings from the analysis of 354 survey responses 

reveal that both institutional and social privacy concerns decrease engagement. Regarding the 

antecedents, the perceived sensitivity of information increases institutional privacy concerns. 

However, social privacy concerns is influenced by the perception of risk and control. Moreover, 

while the impacts of social and enjoyment benefits are expectedly positive, the perception of 

efficiency benefits decreases engagement. These findings are further investigated and validated 

through a follow-up text analysis study, suggesting that users who enjoy the functionality of these 

apps are more likely to express social privacy concerns and minimize their engagement. This 

study contributes to the literature of privacy on mobile apps by unraveling the intricate dynamics 

of privacy concerns and benefits in the social mobile era.

KEYWORDS: privacy concerns, privacy calculus, engagement, social media-enabled apps, 

social mobile era
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1.  Introduction

In our interconnected digitalized society, individuals are increasingly willing to share their 

information, often publicly, to enjoy the convenience of online services (Cavusoglu et al., 2016; 

Trepte et al., 2020). However, such increasing levels of connectedness via smart mobile devices 

and social media engagement have resulted in corresponding increased risks of privacy violations 

(Crossler and Bélanger, 2019; Gerhart and Koohikamali, 2019; Gu et al., 2017). 

Privacy is a context-dependent, multidimensional and dynamic concept that evolves with 

technological advancements (Acquisti et al., 2015; Hong and Thong, 2013; Smith et al., 2011; 

Westin, 2003). In recent years, the means of accessing the Internet has shifted from personal 

computers to mobile devices which account for approximately 55 percent of total Internet use in 

the United States in 2019 (Statcounter, 2019). Contemporary mobile (including wearable and 

embedded) devices have inbuilt sensors that collect data, ranging from users’ social life (e.g., 

timestamped location data) to sleeping patterns and other geospatial data. Such data are sent to 

mobile device manufacturers and app developers, in exchange for enhancing user experience 

and offering personalized advertisements (Gal-Or et al., 2018). More than 70 percent of mobile 

apps reportedly share user data with third-party companies (Vallina-Rodriguez and Sundaresan, 

2017). Furthermore, the trend of having multifunctional and social-media enabled apps, such as 

social learning, social fitness, social health, and social payment apps, has exacerbated users’ 

privacy concerns. These issues may require a revisit of the conceptualization of privacy concerns.

In the Information Systems (IS) literature, Concerns For Information Privacy (CFIP) (Smith et al., 

1996) and Internet User’s Information Privacy Concerns (IUIPC) (Malhotra et al., 2004) are the 

two widely used constructs to measure privacy concerns (Smith et al., 2011).  CFIP was designed 

to measure information privacy in a broad sense and IUIPC is operationalized in the Internet 

context, focusing on e-commerce websites where: (a) users only consider the cost of disclosing 

information to the corresponding website and there is no third-party audience involved, and (b) 

information disclosure is often a one-time activity. Data disclosure in social mobile era is more 
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complicated as (1) publicly available user-generated content can be collected by other individuals 

or third-party companies with/without the consent of the user and matched with external datasets 

to make accurate inferences (e.g. user-generated content from Facebook can be matched with 

data from other social networking services, such as Grindr and Feeld dating services, to profile 

an individual’s lifestyle and sexual orientation), (2) user interactions are augmented with various 

sensor data to create digital footprints or profiles, and (3) information disclosure is continuous and 

can vary in terms of richness and accuracy.

While the effect of privacy concerns on information disclosure in Online Social Networks (OSNs) 

is studied extensively, prior research has largely ignored the role of privacy concerns with regards 

to other individuals or peers (social privacy concerns) (Ozdemir et al., 2017). Besides, the majority 

of Internet users have already joined at least one OSN and access the platforms using their mobile 

apps (PEW Research Center, 2019) that can constantly watch the activities of their users even 

when the app is closed, which is different from desktop applications (Wottrich et al., 2019). These 

issues highlight the importance of examining the degree and intensity of OSN use. However, most 

mobile app privacy studies focus on app download and install (Dogruel et al., 2017; Pentina et 

al., 2016; Rutz et al., 2019; Wottrich et al., 2018) missing the long-term behavioral outcomes. 

This study attempts to fill these gaps by considering both social and institutional privacy concerns 

(Ozdemir et al., 2017; Raynes-Goldie, 2010) and investigating the cost and benefit calculus of 

user engagement with social media-enabled apps. Specifically, this study seeks to address the 

following research questions:

1. What are the major antecedents of social and institutional types of privacy concerns?

2. What is the effect of social and institutional privacy concerns on users’ engagement with 

a social media-enabled app?

3. What are the benefits that drive users to engage with a social media-enabled app?

With privacy calculus theory (Culnan and Armstrong, 1999) as the theoretical basis, this study 

examines the types of concerns and benefits that may affect user engagement with social media-

Journal Pre-proof



4

enabled apps and supplements a survey method with a follow-up text analysis to investigate the 

above research questions.

This study makes several contributions to privacy literature. First, it positions user engagement 

as the outcome behavior of privacy calculus. Second, it empirically validates the effect of 

institutional and social privacy concerns on user engagement. Third, it improves the 

understanding of the antecedents of privacy concerns by examining the relationship between 

perceived risk, control, and information sensitivity and the two dimensions of privacy concerns. 

Finally, it extends the benefits dimension of the privacy calculus framework by demonstrating how 

specific benefits may have differential impacts on user engagement. 

The rest of the paper is organized as follows. Section 2 presents a review of the extant literature 

of information privacy, discuss the evolution of the concept in the light of recent technological 

developments and then explain the study context. In Section 3, the hypotheses are developed 

and tested using a survey approach and findings are further explored through a follow-up text 

analysis study. In Sections 4 and 5, the implications for research and practice are discussed 

respectively. Finally, Section 6 presents the conclusion and future research directions.

2. Related Literature

2.1 Privacy in a Social Mobile Era

Information privacy is defined as the ability to control information about oneself and determine 

when and for what purpose such information can be accessed by others (Bélanger and Crossler, 

2011; Westin, 2003). Prior studies suggest that the evolution of privacy follows the advancements 

of information technology and its dimensions are subject to change with the evolution of markets 

and technologies (Malhotra et al., 2004; Smith et al., 2011).

Three contemporary eras of information privacy are discussed in the literature (Westin, 2003). 

The first era (1961 – 1979) is marked by the emergence of data collection, processing, and 

surveillance technologies when the advancements of mainframe computers and communication 

protocols raised concerns about individuals’ privacy rights. The second era (1980 – 1989) did not 
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witness any fundamental privacy changes, as advancements of computers and 

telecommunications were incremental. Personal computers were introduced but their 

computation power and network access were limited. In the third era (1990 – 2010), privacy 

became a social and political priority as the Internet and wireless communication technologies 

became ubiquitous, big data tools were developed and data breach incidents, web tracking and 

fingerprinting, location-based services and the adoption of electronic health records compounded 

the challenges of balancing the needs to ensure one’s privacy rights and protecting the freedom 

of information1.

However, technology developments in the last decade have significantly changed the concept of 

privacy, and have raised unprecedented issues regarding the role of third-parties, the degree of 

user involvement in privacy settings, and the commercialization of user data (e.g., the Facebook–

Cambridge Analytica incident). Technological advancements have also significantly increased the 

value of data, and hence the data collection efforts of organizations. About 90 percent of the data 

on the Internet today are generated after 2016 and about half of this data are generated with 

mobile and Internet of things (IoT) devices (Marr, 2018). Empirical analysis reveals that these 

devices are the major target for privacy and security violations as they lack basic security 

protocols (Pour et al., 2019). Moreover, using large anonymized datasets and identifying 

individuals or their life events is no longer computationally prohibitive (Breeden, 2014; Ebadi et 

al., 2019). A recent study estimates that “99.98% of Americans would be correctly re-identified in 

any dataset using 15 demographic attributes” (Rocher et al., 2019, p. 1). The number of social 

media users has also increased from 5 percent in 2005 to 72 percent in 2019 (PEW Research 

Center, 2019). Temporal and spatial boundaries of privacy are fading (Acquisti et al., 2015) as 

stored public data can even reveal people’s secret affairs (Malm, 2018), and physical privacy is 

no longer an isolated concept, rather a subset and a function of information privacy.

1 The interested reader is referred to Westin (2003) as well as Smith et al. (2011) for a comprehensive 
review of these information privacy eras.
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This study argues that the significant technological developments of the last decade have 

changed the concept and dimensions of privacy, partly due to the increased distinct parties 

involved in the provision of mobile-enabled services. Additionally, with the integration of the 

Internet with social and mobile technologies, we may have already stepped into the fourth era of 

information privacy as shown in Figure 1. 

• Mainframe
• Local Network
• TCP/IP

- Rise of public distrust of
governments
- Formulation of FIP
framework

• Mainstreaming of PC

- Enactment of several
Privacy acts
- Formulation of
employee/consumer
privacy policies

• Blockchain
• Autonomous AI
• Mobile and cloud computing

- Data infux
- Snowden’s disclosure
- Internet fragmentation
- GDPR

• Internet
• Wireless Communications
• Big Data Technologies

- Privacy as a national
priority
- 9/11 terrorist attacks
- Databreach and identity
theft incidents

 1960  1980  1990 2010 Present

Figure 1. Eras of Information Privacy (adapted from Westin 2003; Smith et al. 2011)

The majority of positivist empirical IS studies on privacy concerns examine the phenomenon 

through “Antecedents-Privacy Concerns-Outcomes” (APCO) macro model (Dinev et al., 2015), 

and predominantly use one of the two popular constructs (CFIP or IUIPC) to measure users’ 

information privacy concerns (Smith et al., 2011; Warkentin et al., 2016). However, as people 

constantly engage in social media and connect with others on mobile devices, the preceding 

constructs may have to be revisited. 

Individuals participate in OSNs to build social capital, improve their self-worth and self-esteem, 

and satisfy their enjoyment needs (Heravi et al., 2018; Krasnova et al., 2010). However, contents 

shared on these platforms can attract a wide range of individuals, third-party organizations and 

government agencies (Acquisti et al., 2015). Thus, when deciding to disclose information, users 

must consider the potential misuse of private information by 1) the organization operating the 

OSN and its partners (also known as institutional privacy concerns), and (2) other users or entities 

on the platform (social privacy concerns) (Raynes-Goldie, 2010).
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Moreover, in the context of mobile apps, the user’s information disclosure is supplemented with 

device-generated data (e.g., device ID, the user’s location and contact list) (Crossler and 

Bélanger, 2019). Such data are automatically shared with the developer once users accept app 

permission requests (Dogruel et al., 2017). Besides, most developers share user data with third-

parties for tracking and advertisement purposes; thus, enabling third-party companies to match 

the data from various apps and services, and make inferences about individual users (Vallina-

Rodriguez and Sundaresan, 2017). Unlike traditional websites or desktop applications, mobile 

apps can constantly watch the activities of their users (Wottrich et al., 2019). Therefore, the 

dynamics of data sharing and disclosure have made privacy studies in the social mobile era more 

complicated than before (Barth and De Jong, 2017; Crossler and Bélanger, 2019; Wottrich et al., 

2018).

2.2 Privacy Calculus Theory

As one of the most prominent information privacy research frameworks, privacy calculus theory 

examines the cost and benefit trade-off of information disclosure (Culnan and Armstrong, 1999; 

Laufer and Wolfe, 1977). Costs often entail losing one’s privacy, and benefits are the context-

specific gains individuals expect in exchange for the private information they provide (Jiang et al., 

2013; Pentina et al., 2016). Privacy calculus theory interprets privacy in economic terms by 

suggesting that individuals perform a subjective cost-benefit analysis when asked to provide 

information in return for a product or service and disclosure happens when the individual 

anticipates that benefits will outweigh the risks of privacy loss (Dinev and Hart, 2006; Smith et al., 

2011). The individual’s outcome behavior is influenced by personality and contextual factors 

(Gutierrez et al., 2019) and while most prior works report a negative influence of privacy concerns 

on information disclosure, individuals tend to overvalue the benefits and undervalue their privacy 

(Dinev and Hart, 2006; Jiang et al., 2013; Xu et al., 2009). Privacy calculus is a rigorous framework 

to study privacy concerns in the context of social media and mobile apps (Kordzadeh and Warren, 

2017; Wottrich et al., 2018) and prior studies report monetary rewards (Dogruel et al., 2017; 

Journal Pre-proof



8

Gutierrez et al., 2019), personalization (Gutierrez et al., 2019; Zhao et al., 2012), enjoyment 

(Krasnova et al., 2010), social (Krasnova et al., 2010; Pentina et al., 2016; Trepte et al., 2020; 

Wang and Liu, 2019), and efficiency benefits (Krasnova et al., 2010; Pentina et al., 2016) as the 

major drivers of information disclosure in these contexts. Table 1 summarizes a snapshot of 

recent empirical privacy studies in the context of social media and mobile apps.

However, the degree of user involvement with the technology, richness, and continuity of data 

collection, as well as the unpredictability of privacy threats and their sources renders such binary 

conceptualization of behavior obsolete in the social mobile era. User assessments of costs are 

increasingly inaccurate as consequences are hard to anticipate and parties are difficult to hold 

accountable for privacy issues (Liptak, 2019; Nguyen, 2019). Additionally, privacy studies in the 

context of mobile apps mainly focus on app download and install intention (Gu et al., 2017; 

Pentina et al., 2016; Wottrich et al., 2018), and only few examine the continuation of use (Pentina 

et al., 2016). Industry reports indicate that many users abandon and uninstall apps shortly after 

downloading them, and the average user only engages with nine apps per day (McLean, 2018; 

Tarute et al., 2017). As a result, app developers have shifted their focus from the number of 

installs to the users’ in-app behavior (Perro, 2018; Rutz et al., 2019). Therefore, instead of initial 

adoption or information disclosure, this study investigates the implications of user engagement 

with social media-enabled apps within the framework of privacy calculus.

Table 1. Summary of a Few Key Empirical Privacy Research on OSNs and Mobile Apps
References Theoretical Lens Context Findings
(Xu, Dinev, 
Smith, & 
Hart, 2011)

Communication 
Privacy 
Management theory 
(CPM)

OSN, 
ecommerce, 
finance, 
healthcare

OSN users have higher perceived privacy control 
than users in other contexts. 

(Cavusoglu 
et al., 2016)

Communication 
Privacy 
Management theory 
(CPM)

OSN The addition of granular privacy control options 
has driven Facebook users to share more 
information publicly.

(Kordzadeh 
and Warren, 
2017)

Privacy Calculus + 
Affective 
Commitment

Virtual Health 
Community

The disclosure of Personal Health Information is 
positively affected by perceived benefits and 
negatively affected by privacy concerns.

(Jordaan 
and Van 

Uses and 
gratification theory + 
third-person effect

OSN The perception of control and the number of 
strategies people use to control the audience of 
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Heerden, 
2017)

their personal information predict their Facebook 
usage intensity. 

(Trepte et 
al., 2020)

Privacy calculus OSN While privacy concerns negatively affect 
information disclosure on SNS?, the expected 
level of social support and the degree of similarity 
and information disclosure of other users increase 
an individual’s self-disclosure on social media 
websites. 

(Pentina et 
al., 2016)

Privacy calculus Mobile app Mobile app use is largely driven by perceived 
information and social benefits.

(Dogruel et 
al., 2017)

Privacy calculus Mobile app App users value privacy and are willing to pay a 
premium for better privacy. However, when faced 
with a choice, they often assign a higher economic 
value to perceived benefits than privacy-
preserving measures.   

(Wottrich et 
al., 2018)

Privacy calculus Mobile app This study draws a causal inference, demonstrates 
the trade-off in an experimental setting and shows 
that privacy calculus does exist in the mobile app 
context.

(Crossler 
and 
Bélanger, 
2019)

self-efficacy theory, 
and the information–
motivation–
behavioral skills 
model

Mobile app Personal motivation, privacy awareness, and 
privacy self-efficacy predict privacy behavior, while 
the role of social motivation and technology self-
efficacy are not significant. 

(Gutierrez et 
al., 2019)

Privacy calculus Mobile 
advertisement

The perceived intrusiveness and privacy concerns 
of location-based ad messages are negative 
predictors of user’s information disclosure while 
personalization of the message and monetary 
rewards positively impact information disclosure 
intention.

3. Model Development

3.1 Hypotheses and Research Model

Building on prior studies that use privacy calculus theory in social media and mobile app contexts 

(Dogruel et al., 2017; Gutierrez et al., 2019; Jiang et al., 2013; Pentina et al., 2016; Trepte et al., 

2020; Wottrich et al., 2018), this study evaluates the costs and benefits of engagement with social 

media-enabled apps. Specifically, the privacy calculus framework is extended by examining the 

separate effects of institutional and social privacy concerns on user engagement rather than one-

time information disclosure behavior, identifying the distinct antecedents of the two types of 

privacy concerns, and recognizing the unique benefits that are relevant within this context.

3.1.1 Risk, Control and Information Sensitivity
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Over the years, several antecedents for privacy concerns have been identified but many of them 

were not re-evaluated (Bélanger and Crossler, 2011) as the perception of privacy is context 

dependent. Drawing on Communication Privacy Management (CPM) and privacy calculus theory, 

Xu et al., (2011) highlight the importance of perceived risk and control, and recommend 

researchers to further examine their findings in OSN context. 

- Privacy Risk

Privacy risk is defined as the possibility and severity of losing one’s personal information as a 

result of the opportunistic behavior of other parties (Dinev & Hart, 2006; Xu et al., 2011). Privacy 

risk assessment in the social media-enabled app context involves subjective evaluation of who 

has access to the information and what they may do with it. Privacy violations by the institution 

operating the platform can have severe consequences for the individual such as profiling, price 

discrimination and targeted ads (Crossler and Bélanger, 2019; Kordzadeh and Warren, 2017). 

Prior literature has shown the positive effect of privacy risk on institutional privacy concerns (Dinev 

& Hart, 2006; Xu et al., 2011).

In the context of social media-enabled apps, the institution is not the only potential misuser of 

data. IS literature is largely silent about privacy in peer relationships because the risk of data 

misuse by peers and third-party companies other than the immediate organization only exists in 

social and collaborative environments (Ozdemir et al., 2017). However, the growing popularity of 

social media and its integration with a variety of services, especially within mobile apps, highlight 

the importance of considering social privacy concerns.

Depending on users’ privacy settings, their social feed can be broadcasted to a diverse range of 

audiences on the platform, and prior studies have shown that personal details such as individual 

identities, their shopping habits and the places that they visit can be tracked (Khanna, 2015; 

Zhang et al., 2017); thus, giving rise to privacy risks such as stalking and blackmailing. Therefore, 

it can be hypothesized that:

H1a: Privacy Risk is positively related to Institutional Privacy Concerns.
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H1b: Privacy Risk is positively related to Social Privacy Concerns.

- Privacy Control

The risks associated with information disclosure highlight privacy control as an important predictor 

of privacy concerns (Dinev & Hart, 2004; Malhotra et al., 2004; Xu et al., 2011). Privacy control is 

the degree to which an individual believes to have control over the modification and dissemination 

of their personal information (Malhotra et al., 2004; Xu, Michael, & Chen, 2013). Studies suggest 

that although users have little control over how their data is collected and shared (Poikela et al., 

2015), the use of explicit permission requests and clear privacy notifications in mobile apps can 

create a feeling of control and lower their privacy concerns (Malhotra et al., 2004; Widjaja et al., 

2019). However, they have little power over how their data  are collected and used by the OSN 

platform and its third-party affiliates (Crossler and Bélanger, 2019; Zarouali et al., 2018). For 

instance, in a recent high-profile incident, it was reported that both public and private profile data 

of millions of Facebook users were harvested through a mobile app by Cambridge Analytica for 

political purposes (Cadwalladr and Graham-Harrison, 2018).

Furthermore, OSN platforms provide users with options to control the audience of their social feed 

and apply more restrictive privacy settings. This perception of privacy control also lowers user’s 

privacy concerns and drives them to disclose information in the social feed (Acquisti et al., 2015; 

Cavusoglu et al., 2016). Thus the following hypotheses are proposed:

H2a: Privacy Control is negatively related to Institutional Privacy Concerns.

H2b: Privacy control is negatively related to Social Privacy Concerns.

- Information Sensitivity

Information sensitivity is defined as an individual’s attitude toward revealing different information 

while interacting with a social media-enabled app (Bansal and Gefen, 2010). The type of 

information requested by the institution impacts the user’s privacy concerns. Individuals are more 

sensitive about revealing their medical records, social security number or their financial 

information than their shopping or eating habits (Sheehan and Hoy, 2000; Smith et al., 2011). 
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Information sensitivity has been shown to affect privacy concerns (Cavusoglu et al., 2016; Gu et 

al., 2017; Kim et al., 2019; Koohikamali et al., 2017; Xu et al., 2013). Moreover, the social feed 

on social media-enabled apps can reveal potentially sensitive information about the parties 

involved. For instance, many transactions on social P2P payment apps (e.g. Venmo) include the 

purchase of drugs and alcohol (Dewey, 2015) and therefore, this kind of user activity can lead to 

personal embarrassment if revealed which leads to the following hypotheses:

H3a: Information Sensitivity is positively related to Institutional Privacy Concerns.

H3b: Information Sensitivity is positively related to Social Privacy Concerns.

3.1.2 Engagement

Prior literature has examined several behavioral reactions as the outcome of privacy concerns 

and intention to disclose or disclosure behavior are the commonly used dependent variables 

(Smith et al., 2011). However, recent privacy studies have shifted away from disclosure intention 

to measure self-reported behaviors (Ozdemir et al., 2017). As a result of the technological 

advancements in the last decade, initial adoption or a binary information disclosure behavior may 

not fully capture the intricacy of users’ interaction with social media-enabled apps (Hong and 

Thong, 2013; Kim et al., 2013). Therefore, this study proposes engagement which is defined as 

the degree to which thoughts, emotions, and actions of an individual are preoccupied with a 

particular system (Khan, 2017; O’Brien & Toms, 2008; Smith & Gallicano, 2015) as the outcome 

behavior of privacy calculus framework.

In a social media-enabled app (e.g. Venmo), every user activity can reveal sensitive information, 

such as transaction amounts and parties involved, time and location data. Thus, users may try to 

limit their activities because they are concerned that such information can be misused by the app 

company or by users such as family members, friends or other entities.

Therefore, the following hypotheses are formulated:

H4a: Institutional Privacy Concerns is negatively related to Engagement in a social media 

enabled app.
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H4b: Social Privacy Concerns is negatively related to Engagement on a social media 

enabled app.

3.1.3 Perceived Benefits

Major benefits of users’ information disclosure include monetary (Gutierrez et al., 2019), efficiency 

(Krasnova et al., 2010; Pentina et al., 2016), information (Bansal and Gefen, 2010; Kordzadeh 

and Warren, 2017; Pentina et al., 2016), personalization (Gutierrez et al., 2019; Xu et al., 2009), 

social (Krasnova et al., 2010) and enjoyment (Lee et al., 2010). Prior studies suggest that 

efficiency, social and hedonic benefits are relevant in the context of social media-enabled apps 

(Hsiao et al., 2016). Efficiency benefit describes user’s perception regarding the usefulness, and 

convenience of a certain technology (Venkatesh and Brown, 2001) which can lead to higher user 

engagement (Kim et al., 2013; McLean, 2018). Social media-enabled apps may provide useful 

functionalities (Hsiao et al., 2016). For instance, mobile payment apps enable users to send and 

receive money quickly and conveniently. Therefore, it can be hypothesized that: 

H5a: Perceived Efficiency Benefit is positively related to Engagement on a social media 

enabled app.

Social benefit describes the perceived rewards individuals derive from interacting with others 

(Jiang et al., 2013). It positively affects both user’s adoption and their engagement in the mobile 

app context (Kim et al., 2013; Pentina et al., 2016). Social features of social media-enabled apps 

allow users to interact with others on the platform, and thus:

H5b: Perceived Social Benefit is positively related to Engagement a social media enabled 

app.

Enjoyment benefit refers to the sense of pleasure and enjoyment derived from using a certain 

technology (Venkatesh and Brown, 2001). Studies on mobile app engagement suggest a positive 

relationship between enjoyment benefits and user engagement (Kim et al., 2013; McLean, 2018). 

Social features of social media-enabled apps deliver fun user experience, specifically through the 

use of emojis and reactions. Therefore: 
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H5c: Perceived Enjoyment Benefit is positively related to Engagement on a social media 

enabled app.

3.1.4 Control Variables

 Age, gender, education, privacy experience (Gu et al., 2017; Ozdemir et al., 2017), app 

experience (Jiang et al., 2013) and privacy settings (public or private) also impact users’ privacy 

concerns and are included as control variables. The conceptual model of this study is illustrated 

in Figure 2.

Engagement
(ENG)

Social Privacy 
Concerns

(SPC)

Institutional Privacy 
Concerns 

(IPC)

Privacy Control
(PC)

Privacy Risk
(PR)

Controls: Age, Gender, Education, Privacy Experience, App Experience, Privacy Settings

Perceived Benefits

Information Sensitivity
(IS)

H1a (+)

H1b (+)

H2a (-)

H2b (-)

H3a (+)

H3b (+)

H4a (-)

H4b (-)

H5a (+) H5b (+) H5c (+)

Efficiency
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Figure 2. Conceptual Model
3.2 Methodology

3.2.1 Research Context

The popularity of OSNs has led mobile app developers to integrate social media with a variety of 

other services. Social media-enabled apps provide tools for users to communicate and interact 

with other users and friends in the context of gaming, education, fitness, health and even financial 

services (Hsiao et al., 2016). Prior literature suggests that the inclusion of the social aspect of 

apps can heighten user engagement to the point of digital addiction (Kwon et al., 2016). Venmo 

is a social payment app in which the P2P payment function enables mobile phone users to easily 

split bills and transfer money to friends and vendors, while the social features allow users to share 
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notes, emojis, comments, likes, and reactions to other transactions on the platform. It encourages 

social engagement (Lev-Ram, 2017).  However, all transactions are public by default unless users 

deliberately change their settings either to private or friends only. To use the app, users must 

grant Venmo permission to access their contact list, media files, camera, and device ID, and they 

must provide a valid phone number, full personal information (e.g., Social Security Number, date 

of birth, driver’s license), as well as their credit card or debit card information. The app stores user 

transaction information and their social activities with timestamped geolocation data. The personal 

and financial data collected by Venmo and the social feed of the app can reveal lifestyle, and 

shopping habits of the users (Khanna, 2015; Zhang et al., 2017).

3.2.2 Measurement Development

The conceptual model was tested using structural equation modeling (SEM).  A questionnaire 

was developed using items from the literature. The final set of items used to measure each 

construct and the source of these measurement items are presented in Appendix I. These 

constructs were measured with multiple indicators coded on a seven-point Likert scale. 

Descriptions of these constructs are summarized in Table 2. To validate the items before testing 

the model, first, exploratory factor analysis (EFA) was conducted using IBM SPSS 23.0 and then 

the adequacy of the measurement model was assessed through confirmatory factor analysis 

(CFA). Finally, the SEM model and the hypotheses were tested using IBM AMOS 23.0 software 

package.

Table 2: Definitions of Constructs 
Construct Operational Definition
Privacy Risk (PR) The amount of loss an individual anticipates because of the disclosure of their 

personal information.
Privacy Control (PC) The degree to which an individual believes to have control over modification and 

dissemination of their personal information
Information 
Sensitivity (IS)

The perceived degree of the sensitivity of information individuals must disclose 
when using the system. In a social payment app, this information contains the 
parties, purpose, and location of the transaction.

Institutional Privacy 
Concerns (IPC)

The concerns individuals have about how institutions practice privacy and handle 
their personal information.

Social Privacy 
Concerns (SPC)

The concerns individuals have about access, misuse, and dissemination of their 
personal information by persons or entities who can access their social network.
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Efficiency Benefit 
(EFB)

User’s perception regarding the efficiency, usefulness, and convenience of a 
certain technology.

Social Benefit (SB) The perceived rewards individuals derive from interacting with others.
Enjoyment Benefit 
(EBN)

The sense of pleasure and enjoyment derived from using a certain technology.

Engagement
(ENG)

The degree to which thoughts, emotions, and actions of an individual are 
preoccupied with a particular system.

Sample

IRB approval was obtained prior to data collection (IRB #18-045E). Following recommendations 

by prior literature (Bollen, 2014; MacCallum et al., 1996), 380 respondents of actual users of the 

social P2P payment apps were recruited from Amazon’s Mechanical Turk platform. After 

removing incomplete responses and those responses that failed the attention check questions, a 

final sample size of 354 was obtained. Table 3 summarizes the sample demographics, where 

approximately 62 percent of the respondents are male, and 38 percent are female.

3.2.3 Measurement Model Analysis

The final EFA with 9 factors (shown in appendix II), suggests that the sample is adequate (KMO 

= 0.813) and the Bartlett’s test of Sphericity is significant (χ2 (378) = 6730.763, p = 0.000) 

suggesting the existence of a pattern relationship. The final solution resulted from the EFA was 

subjected to a CFA. 4 items were dropped due to low factor loadings and a measurement model 

with acceptable fit indices was obtained ( ; CFI = 0.962; TLI = 0.952; RMSEA = χ2
216 = 427.001

0.053; SRMR = 0.0421; PClose = 0.272).

Table 3: Demographic Characteristics of the Sample
Male (0) 219 (62%)Gender
Female (1) 135 (38%)
1 (25 and below) 54
2 (26 - 30) 106
3 (31 - 35) 71
4 (36 - 40) 48
5 (41 - 45) 33
6 (46 - 50) 16
7 (51 – 55) 12

Age

8 (above 55) 14
Never victimized 297 (84%)Privacy Experience
Definitely victimized 57   (16%)
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Table 4 shows the composite reliability and average variance extracted (AVE) for all constructs 

in the research model. The values of Cronbach’s alpha and composite reliabilities are all higher 

than the recommended 0.70 (Nunnally and Bernstein, 1994), and the values of AVE are above 

0.50 (Fornell and Larcker, 1981); thus, supporting internal consistency and convergent validity. 

Discriminant validity was also supported because the square root of AVE of each construct 

(diagonal of Table 4) is higher than the correlation between that construct and any other 

constructs. This criterion is satisfied by all latent constructs, as shown in Table 4. Therefore, the 

measurement model exhibits sound reliability and validity necessary to proceed to hypothesis 

testing.

Table 4: Convergent and Discriminant Validity 
Scales Mean SD CR α EBN PC PR SPC SB ENG IPC EFB IS
EBN 5.086 1.119 0.866 0.860 (0.827)

PC 4.683 1.355 0.911 0.910 0.380 (0.880)

PR 4.481 1.319 0.864 0.861 -0.077 -0.215 (0.826)

SPC 4.270 1.670 0.901 0.899 -0.241 -0.495 0.390 (0.906)

SB 4.709 1.348 0.911 0.911 0.511 0.288 -0.038 -0.184 (0.915)

ENG 2.933 1.636 0.901 0.900 0.336 0.260 0.131 -0.301 0.311 (0.867)

IPC 6.175 1.133 0.901 0.897 0.075 -0.080 0.172 0.205 -0.037 -0.235 (0.867)

EFB 6.077 1.008 0.905 0.905 0.513 0.191 -0.109 -0.011 0.321 -0.059 0.302 (0.872)

IS 4.907 1.383 0.838 0.806 0.057 -0.141 0.374 0.210 0.015 0.001 0.323 0.096 (0.854)
Note: CR is Composite Reliability; α is Cronbach’s alpha. Diagonal elements in brackets are the square root of the Average Variance 
Extracted (AVE). Off-diagonal elements are the correlations among latent constructs all with p < 0.01.

3.2.4 Common Method Bias

This study uses two techniques to determine if the effect of common method variance (CMV), 

which is a function of the methods employed to measure the independent and dependent 

variables, threatens the validity of the results. First, Harman’s one-factor test (Podsakoff et al., 

2003) was employed and all items were loaded into a non-rotated single factor to determine the 

number of factors necessary to account for the variance in the items. The single factor extracted 

accounts for 19.882 percent of the variance in the model which is far less than the 50 percent 

threshold, suggesting that there is no evidence of common method bias. Next, the marker variable 
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technique was used which is underpinned by the major assumption that the method factor has a 

constant effect on all measured items and as such, the lowest (or second lowest) correlation in 

the full correlation matrix reported in a study is an unbiased proxy for CMV (Malhotra et al., 2006). 

In this study, social desirability bias (Simmering et al., 2015), which is theoretically unrelated to 

other variables is used as the marker variable. A chi-square difference test between the baseline 

model and the model with the marker variable (shown in table 5) indicates that there may be 

evidence of common method variance. Therefore, following Podsakoff, MacKenzie, Lee, and 

Podsakoff, (2003) recommendations, CMB was controlled for by keeping the marker variable in 

the model as we move onto the Structural Equation Modeling.

Table 5: Chi-square Difference Test
Measurement Model Chi-square df
Baseline CFA Model 427.001 216
CFA Model Controlling for Social Desirability Bias 679.434 317
     Difference 252.433*** 101
Note: *** p < 0.001

3.3 Results and Discussion

The final SEM model exhibits a good fit ( ; CFI = 0.926; TLI = 0.914; RMSEA = χ2
483 = 951.726

0.052; SRMR = 0.0863; PClose = 0.204) and therefore it is safe to proceed to hypothesis testing. 

The results are shown in Table 6.

Table 6: Summary of Results
Hypothesis Unstandardized 

Estimates
Standardized 
Estimates P-Value Supported?

H1a: PR  IPC (+) 0.047 0.061 0.345 No
H1b: PR  SPC (+) 0.298 0.274 0.000 Yes
H2a: PC  IPC (-) -0.047 -0.056 0.332 No
H2b: PC  SPC (-) -0.492 -0.415 0.000 Yes
H3a: IS  IPC (+) 0.283 0.271 0.000 Yes
H3b: IS  SPC (+) 0.018 0.012 0.817 No
H4a: IPC  ENG (-) -0.226 -0.165 0.003 Yes
H4b: SPC  ENG (-) -0.208 -0.215 0.001 Yes

H5a: EFB  ENG (+) -0.378 -0.237 0.000 No 
(opposite direction)

H5b: SB  ENG (+) 0.171 0.144 0.017 Yes 
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H5c: EBN  ENG (+) 0.438 0.306 0.000 Yes

Regarding the antecedent of privacy concerns, the relationship between perceived privacy risk 

and institutional privacy concerns (β = 0.061, p < 0.345) is not significant; thus, H1a is not 

supported. However, the relationship between privacy risk and social privacy concerns is 

significant (β = 0.274, p < 0.000), supporting H1b. While the relationship between perceived 

privacy control and institutional privacy concerns is not significant (β = -0.056, p = 0.332), and 

therefore H2a is not supported. For H2b a significant negative relationship between perceived 

privacy control and social privacy concerns can be observed, supporting H2b (β = -0.492, p < 

0.000). This finding echoes those reported in prior studies such as Cavusoglu et al. (2016), which 

suggest that in the context of social media-enabled apps, the perception of control only mitigates 

users’ concerns about the misuse of their information by others but not by the app company itself.

Considering perceived information sensitivity, it has a significant positive relationship with 

institutional privacy concerns (β = 0.271, p < 0.000), supporting H3a. However, it is not a 

significant predictor of social privacy concerns (β = 0.012, p = 0.817) and H3b is not supported.

Furthermore, the analysis results show that both institutional and social privacy concerns have 

significant negative impact on engagement, supporting H4a (β = - 0.165, p = 0.003), and H4b (β 

= -0.215, p = 0.001). Regarding the benefits evaluation, it was hypothesized that user’s 

engagement is positively influenced by their perceived efficiency, social and enjoyment benefits. 

The analysis results indicate that two types of benefits (social and enjoyment) are positively 

related to engagement, supporting H5b (β = 0.171, p = 0.017), and H5c (β = 0.306, p < 0.000). 

The efficiency benefit is found to be significant but it is negative instead of positive (β = -0.237, p 

< 0.000), thus, H5a is not supported. This suggests that the efficiency benefit of the app negatively 

impacts engagement which is contrary to what was expected and needs further investigation (see 

section 3.4 for the detailed investigation).  Finally, regarding the control variables, AGE (β =-0.136, 

p = 0.006) and PUBLIC (β =-0.330, p = 0.005) are significant, suggesting that older users as well 
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as those who set their privacy settings as private tend to engage less with the P2P payment apps. 

Figure 3 summarizes the final model.

Engagement
(ENG)

Social Privacy 
Concerns

(SPC)

Institutional Privacy 
Concerns 

(IPC)

Privacy Control
(PC)

Privacy Risk
(PR)

Controls: Age, Gender, Education, Privacy Experience, App Experience, Privacy Settings

Perceived Benefits
Efficiency

(EFB)
Social
(SB)

Enjoyment
(EBN)

Information Sensitivity
(IS)

0.271***

0.012

-0.415***

0.061

-0.215**

-0.237***

-0.056

0.274***

-0.165**

0.144* 0.306***

Note: *** p < 0.001, ** p < 0.01, * p < 0.05, dotted line = not significant. Standardized coefficinets are shown.
Figure 3. Final Research Model with Results

Moreover, institutional privacy concerns positively affect social privacy concerns (β = 0.124, p < 

0.05) and the average value of IPC (6.175) is much higher than SPC (4.270). This suggests that 

users are generally more concerned about the misuse of their data by companies than by other 

users. Also, the diversity of the study sample allows us to compare millennials with older users. 

The results of the post-hoc analysis (shown in appendix III) reveals that on average, millennials 

perceive a significantly lower level institutional privacy concerns, while their perception of social 

benefits of the app is significantly higher than the older generations.

The result of H5a contradicts the initial expectation and may suggest that post-technology 

adoption, users evaluate each benefit vis-à-vis their experience or concerns. Specifically, users 

who adopt the app for its efficiency benefits tend to be discouraged by its social aspect and seek 

to minimize their engagement by only using the app for completing transactions. To validate this 

conjecture and further investigate the unexpected direction of efficiency benefits relative to social 

Journal Pre-proof



21

and enjoyment benefits, a follow-up text analysis study is conducted as discussed in the next 

subsection.

3.4 Follow-up Text Analysis Study

To corroborate the findings from the survey of the app users’ perception and better understand 

the interplay of privacy concerns and benefits, the publicly available user review data2 for the 

Venmo app from Google Play website (34,272 reviews posted between August 21, 2010, and 

April 21, 2018) were collected. Each review contains the review date, star rating, helpfulness 

rating, and review content. Non-English and less than 5-word reviews were removed. Each review 

was given a unique review identifier (RID) and reviews with more than one sentence were split 

into separate sentences. The split sentences retained the original RID and were also assigned a 

sentence code. At the sentence level, sentences that only contained emoticons and non-

alphabetic characters as well as those with less than three characters were removed. As each 

review can have one or more sentences (see Figure 4), the final dataset consists of 20,392 

reviews that include 38,058 sentences.

LabelsUser ID Review ID Sentence Y1 Y2 Y3 Y4
X1 0 0 1 1
X2 1 0 0 0
X3 0 0 0 0U1001 RID1001

X4 0 1 1 0
Figure 4. Multiple Labels for Each of the Sentences of a Review

3.4.1 Text Classification

Text classification is the automatic process of assigning labels to documents based on the 

existence of certain characteristics, words, and phrases (Law et al., 2017). It is widely popular in 

social media studies (Ghani et al., 2019) and has been used in IS literature to detect Internet 

abuse in the workplace (Chou et al., 2010), classify public sentiments in microblogs (Liu & Chen, 

2 This study does not meet the definition of human subject research per federal regulations and is exempt 
from IRB review since (a) data is publicly available, and (b) unit of analysis is each review text rather than 
the individual (National Institutes of Health, 2016; Office for Human Research Protections, 2016). 
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2015), discover product defects from user reviews (Law et al., 2017), detect corporate fraud from 

social media data (Dong, Liao, & Zhang, 2018), measure brand personality (Hu et al., 2019) and 

consumer repurchase intention (Zhou et al., 2019).

- Data Labeling

The purpose of this analysis is to investigate the relationship between the three benefits (i.e., 

efficiency, social, and enjoyment) and app engagement. Therefore, based on keywords and word 

combinations that signify each of the three aspects, a labeling protocol was developed (Appendix 

IV). Users may express their likes and dislikes of certain aspects in the same sentence. For 

instance, “works well, but I personally don't like the transactions showing up in a "public" fashion”. 

As a result, positive and negative labels were created for each aspect. Each sentence was 

classified using a binary label (“1” = present, and “0” = absent). Then, 4,000 of the total 34,272 

sentences (10.5 percent of the entire dataset) were randomly selected and manually labeled 

according to the labeling protocol. Since positive efficiency was represented more than other 

aspects, the oversampling technique recommended by Charte et al. (2015) was used to create a 

balanced training set.

- Training and Validating Classifiers

This study reports four common metrics for multi-label classifiers including Hamming Loss, 

Precision, Recall, and F1 Score. Following the approach of Wainer & Cawley (2017), 5-fold cross-

validation with 80 percent training and 20 percent test data was performed and the performance 

of three classification models, namely, multi-label Naïve Bayes, multi-label SVM, and multi-label 

Logistic Regression were compared. As shown in Table 7, SVM outperformed the other two 

classification models, in terms of Hamming Loss and F1 Scores. Thus, the SVM classification 

model was chosen to predict the labels for the remaining 34,058 sentences. Once the final dataset 

was labeled by SVM, the output was visually inspected for misclassifications.

Table 7: Performance Scores for All Three Classification Models
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Performance Metrics Classification Model
Naïve Bayes SVM Logistic Regression

Hamming Loss 0.064 0.019 0.051
Precision (macro) 0.981 0.953 0.979
Precision (micro) 0.980 0.953 0.977
Recall (macro) 0.535 0.902 0.635
Recall (micro) 0.524 0.896 0.628
Macro F1 0.679 0.924 0.763
Micro F1 0.683 0.924 0.764

After labels for individual sentences were generated, each aspect was aggregated at the review 

level to understand the overall opinion. Figure 5 shows the three phases of the user review 

classification process.

(1) (2) (3)

(a) Training

(b) Prediction

Labels Machine 
Learning 
Algorithm

Unlabelled Data

Feature Extractor
(TF*IDF)

Training Data

Feature Extractor
(TF*IDF)

Multi-Label 
Classifier

SentencesTokenize

Sample

Aggregating labels
for each review

Removal of less than 5 
word reviews, HTML 

tags, emoticons, Non-
English reviews

Correction of typos

Review 
Preprocessing

Data Collection Labelled 
Reviews

Labelled 
Sentences

Figure 5. Classification Process of User Reviews

3.4.2 Results and Discussion

The labeling process resulted in 20,738 labels for 20,392 reviews, which represent the total 

number of times each aspect is discussed in the reviews. Positive efficiency was the most 

discussed aspect (80 percent) and negative social (10.5 percent), which signifies social privacy 

concerns, was the second most mentioned aspect. A co-occurrence matrix was computed to 

examine the relationship between aspects. This technique is often used to understand the 

associations and similarities between entities (Matsuo and Ishizuka, 2004). The co-occurrence 

matrix (Table 8) shows that positive efficiency and negative social appeared together 523 times, 
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the highest co-occurrence score in the matrix. However, high frequency of co-occurrences can 

be accidental and therefore it is necessary to test for significance of the differences (Bordag, 

2008). To achieve this, the log-likelihood measure was used which describes the association 

between two labels by comparing their separate occurrences to their co-occurrences (Manning et 

al., 1999). Log-likelihood is suitable for this study because it is robust to sparsity and generates 

easily interpretable results. As shown in Table 9, the pairwise co-occurrences of positive efficiency 

with all the other aspects are significant; thus, providing evidence to reject the null hypothesis of 

label independence and suggesting that the interdependence is strongest for negative efficiency 

and negative social respectively.

Table 8: The Co-occurrence Matrix
Positive 
Efficiency

Positive 
Social

Positive 
Fun

Negative 
Efficiency

Negative 
Social

Positive Efficiency 16,619
Positive Social 100 107
Positive Enjoyment 355 35 466
Negative Efficiency 199 2 16 1352
Negative Social 523 0 26 108 2,194

Table 9: Pairwise Log-Likelihood Measures for Positive Efficiency
Terms Log-Likelihood Score
Negative Efficiency 1097.74880***
Negative Social 462.20472***
Positive Social 57.19032***

Po
si

tiv
e 

Ef
fic

ie
nc

y

Positive  Enjoyment 49.89225***
***p<0.001

Typically, reviews are the presentation of users’ interests and concerns (Goes et al., 2014) and 

the co-occurrence of positive and negative efficiency aspects can be interpreted as people who 

mention a positive efficiency aspect of the app are also highly likely to discuss a negative 

efficiency aspect. For instance, a user states that: “Simple and easy to use. Wish it didn't take so 

long to transfer funds to account”. Furthermore, the strong relationship between positive efficiency 

and negative social suggests that people who enjoy the functionality of the app are more likely to 

express social privacy concerns (i.e. negative social) and as a result, they minimize their 

engagement, which corroborates the findings from the analysis of the survey response.
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To further explore the findings, the average count of the five aspects over time was plotted as 

shown in Figure 6. The figure indicates that the trends for efficiency aspects are changing over 

time, while the social and enjoyment aspects are relatively constant. This is consistent with prior  

studies and suggests that the efficiency aspect is a more objective concept related to the actual 

quality of the app while social and enjoyment aspects are more subjective (Sen and Lerman, 

2007).
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Avg. Neg Efciency
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Avg. Pos Enjoyment
Avg. Pos Social
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0.08

0.06

0.04

0.02

0.00

Figure 6. Average Counts of Aspects Over Time

Regarding the negative relationship between efficiency benefits and engagement, prior studies 

have also reported contradictory findings. While McLean (2018) reports a positive relationship 

between utilitarian and app engagement, this relationship was not significant in other studies 

(Hsiao et al., 2016; Tarute et al., 2017). In any context, the values of privacy and its benefits are 

subjective and vary between individuals (Crossler and Posey, 2017). However, in the context of 

this study, individuals who are attracted to the usefulness of the app are likely to have higher 

concerns for privacy and therefore, they are less likely to engage with a social media-enabled 

app.

4. Implications for Research
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Prior studies on users’ information disclosure or online platform usage have employed the privacy 

calculus as an appropriate investigative lens across several contexts. With privacy calculus as 

the theoretical basis, the current study investigates user engagement in social media-enabled 

apps and extends both costs and benefits dimensions of privacy calculus to explain users’ 

engagement behavior.

- A Dual Perspective on Privacy Concerns and their Antecedents

Privacy in the social mobile era is more complex because of the involvement of multiple parties 

and the nature of data disclosure. Privacy control which is generally considered a key factor 

influencing privacy concerns was shown to only significantly affect social privacy concerns, not 

affecting institutional privacy concerns. As users share their private information, they assign 

different cost values and different antecedents to their institutional and social privacy concerns. 

Users’ perceptions of privacy risk and control are entity/context-specific (Kehr et al., 2015) and 

despite being aware of the risk of sharing information on OSNs, they may have a false sense of 

control in managing the audience of their social network (Brandimarte et al., 2013).

- Elaborating the Relative Influence of Enjoyment, Social and Efficiency Benefits

This study also contributes to the understanding of the relationships between perceived benefits 

and user engagement with social media-enabled apps. According to prior literature, the general 

perception of benefits increases the user’s likelihood of information disclosure (Wottrich et al., 

2018). However, the findings of the present study indicate that specific benefits may have 

negative impact on user’s engagement behavior. Although social, hedonic, and efficiency benefits 

in isolation may increase user engagement, the interplay of these benefits may not be appealing 

in certain contexts.

A further post hoc analysis based on age groups reveals that millennials engage more with the 

app than the older generations as they have lower perceived institutional privacy concerns, and 

higher social benefits. The older generation who are efficiency-driven users are more likely to 

perceive high social privacy concerns and limit their engagement with such apps. The opposite 
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direction of the effect of the different types of benefits suggests that users may perform a complex 

cost and benefit analysis when they decide to use the app. In the era of social mobile technology, 

the consideration of privacy is not straightforward and requires an intricate analysis of the overall 

effect of each separate factor.

5. Implications for Practice

The always-connected-always-carried-around nature of smartphones can lead to unprecedented 

privacy issues as evidenced by the recent privacy scandals (Wottrich et al., 2019). The findings 

from this study reinforce the need for privacy advocates and practitioners to move beyond 

adoption and focus on the privacy implications of user engagement with mobile apps as 

developers strive for an active user base and consider engagement as a key metric of success 

(Rutz et al., 2019).    

Policy makers should seek to increase user awareness regarding both institutional and social 

aspects of privacy and caution users about the perception of control and how it may not protect 

their information if the threat arises from the institution that provides the app. Moreover, app 

developers should practice transparency in their data protection policies and provide adequate 

privacy-protecting measures and privacy controls to minimize the risk of repeating past privacy 

scandals and safeguard sensitive user data.

6. Conclusion and Future Research Directions

Privacy concerns are highly context-dependent (Kokolakis, 2017; Xu et al., 2011a) and the privacy 

research in the context of mobile apps is scarce (Kokolakis, 2017; Pentina et al., 2016). Prior 

literature suggests that acquiring needed information and satisfying one’s social needs are the 

primary reasons for disclosing sensitive information on mobile apps, which echo with the privacy 

calculus framework (Pentina et al., 2016; Zafeiropoulou et al., 2013). The unique integration of 

social and user activity data makes social media-enabled apps an interesting context to examine 

privacy, especially the two types of social and institutional privacy concerns. This study reveals 
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different antecedents for these two types of privacy concerns. Regarding the research 

questions/study hypotheses, while the effect of information sensitivity on institutional privacy 

concerns is positive and significant (H3a), privacy risk positively and privacy control negatively 

impact social privacy concerns (H1b and H2b). Moreover, both institutional and social privacy 

concerns negatively impact user engagement (H4a and H4b), with social privacy concerns being 

the stronger predictor. Lastly, while the effects of social and enjoyment benefits were significant 

and positive as theorized (H5b and H5c), the efficiency benefit negatively affects user 

engagement (H5a). This study contributes to the literature of privacy on mobile apps by 

investigating the effects of both institutional and social privacy concerns on user engagement and 

identifying the distinct antecedents of these two types of privacy concerns. 

Future investigation of this study should be extended to other demographics (e.g., baby boomers 

and elderly users) and possibly users from different countries and cultures to strengthen the 

generalizability of the results reported in this study. While this study supplemented survey results 

with a follow-up text analysis of user reviews, future research may want to examine users’ in-app 

behaviors or other social media-enabled apps as user perceptions of functionality and information 

sensitivity could be different in the context of other social media-enabled apps. The current study 

focuses on the various benefits and expands the view of privacy concerns on app users’ 

engagement. Future research could also consider other antecedents such as trust, usability, and 

self-efficacy in examining factors that are relevant to privacy calculus in the context of social 

mobile technologies.
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Appendix I: Survey Instruments

Title Construct Reference
IS Information Sensitivity
ISN_1 I do not feel comfortable with the type of information P2P payment apps request from 

me.
ISN_2 I feel that P2P payment apps gather highly personal information about me.
ISN_3 The information I provide to P2P payment apps is very sensitive to me.

(Dinev et al., 
2013)

PC Privacy Control
PC_1 I believe I have control over who can get access to my personal information collected by 

P2P payment apps.
PC_2 I think I have control over what personal information is released by P2P payment apps.
PC_3
(Dropped) I believe I have control over how personal information is used by P2P payment apps.

PC_5 I believe I can control my personal information provided to P2P payment apps.

(Malhotra et 
al., 2004; Xu 
and 
Bélanger, 
2013)

PR Privacy Risk
PR_1 In general, it would be risky to give personal information to P2P payment apps.

PR_2 There would be high potential for privacy loss associated with giving personal information 
to P2P payment apps.

PR_3 Personal information could be inappropriately used by P2P payment apps.
PR_4
(Dropped)

Providing P2P payment apps with my personal information would involve many 
unexpected problems.

(Malhotra et 
al., 2004; Xu 
et al., 2011b)

SPC Social Privacy Concerns
SPC_1R
(Reversed)

I am not concerned that the personal information I share on P2P payment apps could be 
misused by other users.

SPC_2R
(Reversed)

I am not concerned that the transaction information I share on P2P payment apps could 
be misused by other users.

SPC_3
(Dropped)

I believe that leaving my personal information public on P2P payment apps could 
threaten my privacy.

SPC_4
(Dropped)

I believe that leaving my transaction information public on P2P payment apps could 
threaten my privacy.

SPC_5
(Dropped)

I am concerned that any user on P2P payment apps may access my personal 
information.

SPC_6
(Dropped)

I am concerned that any user on P2P payment apps may access my transaction 
information.

(Jiang et al., 
2013; 
Malhotra et 
al., 2004)

IPC Institutional Privacy Concerns
IPC_1 P2P payment app companies should disclose the way the data are collected, processed, 

and used.
IPC_2 A good P2P payment app privacy policy should have a clear and conspicuous disclosure.

IPC_3
It is very important to me that I am aware and knowledgeable about how my personal 
information will be used.

(Malhotra et 
al., 2004)

EFB Efficiency Benefits
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EFB_1 Making and receiving payments from P2P payment apps is a convenient way to manage 
my time.

EFB_2 Making and receiving payments from the app makes my life easier.
EFB_3 Making and receiving payments from the app fits with my schedule.

(Mathwick et 
al., 2001)

SB Social Benefits
SB_1 To make a good impression on other people
SB_2 To have a good reputation among other people
SB_3
(Dropped) To add to my uniqueness

(Jiang et al., 
2013)

Title Construct Reference
ENB Enjoyment Benefits
EBN_1 I find using P2P payment apps to be enjoyable.
EBN_2 The actual process of using P2P payment apps is pleasant.
EBN_3 I have fun using P2P payment apps.

(Hsieh et al., 
2008)

ENG Engagement
ENG1 I post likes and comments on other’s transactions on P2P payment apps.
ENG2 I express my feelings about transactions on P2P payment apps.
ENG3
(Dropped) I interact with others socially on P2P payment apps.

ENG4 Anything related to P2P payment apps grabs my attention.
ENG5
(Dropped) I spend a lot of time on P2P payment apps.

(Khan, 2017; 
Lim et al., 
2015; Smith 
and 
Gallicano, 
2015)

SDB Social Desirability Bias
SDB_1 I am always courteous even to people who are disagreeable. I am always courteous 

even to people who are disagreeable.

SDB_2 No matter who I’m talking to, I’m always a good listener.
SDB_3 I am always willing to admit it when I make a mistake.
SDB_4 I have never intensely disliked anyone.
SDB_5 I would never think of letting someone else be punished for my wrongdoings.

(Hays et al., 
1989)

Control Variables
(1) (2) (3) (4) (5) (6) (7) (8)

AGE 25 and 
below 36 – 30 31 – 35 36 – 40 41 – 45 46 – 50 51 – 55 Above 55

(1) (2) (3) (4)
EDU

High school or less Some college
Undergraduate/bachelor’s 

degree Graduate
(0) (1)GENDER Male Female

How long have you been using P2P payment apps?
(1) (2) (3) (4) (5)TIME Less than a 

month
Less than 6 

months
6 months to 1 

year
1 to 2 years

More than 2 years
When it comes to the privacy invasion of information, my experience could be characterized as:

(1) (2)VICT
Never victimized Definitely victimized

What is the privacy settings on the P2P payment app that you use?
(1) (2) (3) (4)

PUBLIC Public (everyone can 
see my transactions)

Friends (my friends can 
see my transactions)

Private (only I can see 
my transactions)

I don’t know my privacy 
settings
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Appendix II: Item loadings and cross-loadings

ENG PC EFB IPC PR SB EBN ISN SPC
ENG_A_2 0.95 -0.02 0.00 0.04 -0.05 -0.10 -0.04 0.00 0.04
ENG_A_1 0.89 -0.01 0.01 0.07 0.06 0.00 -0.11 -0.07 -0.10
ENG_A_4 0.88 -0.02 0.02 0.02 0.02 -0.01 -0.07 -0.11 0.01
ENG_A_6 0.67 -0.05 -0.03 -0.08 -0.03 0.00 0.15 0.11 -0.02
ENG_A_5 0.60 0.06 0.03 -0.01 -0.01 0.15 0.14 0.06 0.07
PC_4 0.03 0.96 0.00 0.03 -0.04 0.00 -0.07 0.02 0.01
PC_5 -0.08 0.88 -0.01 0.01 -0.01 -0.02 0.05 -0.03 0.03
PC_1 0.02 0.82 0.02 -0.02 0.07 0.00 0.00 -0.02 -0.07
EFB_3 -0.03 0.01 0.92 -0.02 0.00 0.07 -0.05 0.02 0.02
EFB_1 0.04 -0.03 0.86 -0.03 0.06 -0.04 0.03 -0.06 -0.04
EFB_2 0.00 0.02 0.83 0.01 -0.07 -0.05 0.06 0.06 0.03
IPC_2 -0.01 -0.05 -0.03 0.97 0.00 0.06 0.01 -0.03 -0.06
IPC_1 0.00 0.01 0.03 0.87 -0.02 -0.04 -0.01 -0.01 0.01
IPC_3 0.06 0.07 -0.04 0.77 0.04 -0.03 0.06 0.10 0.08
PR_2 -0.01 0.00 -0.02 -0.08 0.91 0.01 0.06 -0.03 0.05
PR_1 -0.01 0.04 -0.05 0.00 0.89 0.00 0.00 0.00 -0.05
PR_3 0.01 -0.04 0.09 0.15 0.66 0.05 -0.05 0.06 0.01
SB_1 -0.04 -0.04 -0.05 0.03 0.01 0.95 0.03 -0.03 0.01
SB_2 -0.02 0.00 0.06 0.00 0.05 0.94 -0.07 -0.02 -0.02
SB_3 0.22 0.08 -0.04 -0.13 -0.09 0.44 0.07 0.13 0.03
EBN_1 -0.01 -0.04 0.00 0.02 -0.01 -0.03 0.93 -0.04 0.01
EBN_2 -0.10 -0.02 0.06 0.07 0.02 0.01 0.80 -0.01 -0.05
EBN_3 0.13 0.07 0.00 -0.04 0.01 0.00 0.70 -0.01 0.00
ISN_2 -0.08 -0.01 0.01 0.00 -0.07 0.04 -0.05 0.93 -0.05
ISN_3 0.01 -0.01 0.02 0.18 0.03 -0.02 0.00 0.72 0.01
ISN_1 0.06 -0.01 -0.04 -0.19 0.23 -0.11 -0.01 0.51 0.02
SPC_1R -0.01 0.02 0.02 0.00 -0.02 -0.02 -0.01 -0.02 0.91
SPC_2R -0.01 -0.05 -0.01 0.03 0.04 0.02 -0.02 -0.02 0.86

Appendix III: T-test Analysis

In order to account for the variation in responses due to age differences, the dataset was split in 

two groups: (a) millennials, and (b) older generations. In our questionnaire, age is recorded as a 
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categorical variable. Those who reported their age as 35 and below are considered millennials (N 

= 231), and the rest as older generations (N = 123). The results of an independent samples t-test 

suggests that while millennials report a lower average Institutional privacy concerns, they perceive 

higher social benefits in using social media enabled apps.

Group Statistics
Variable

Age group N Mean
Std. 

Deviation Std. Error Mean
Millennial 231 6.0765 1.13505 .07468IPC
Older 123 6.3604 1.10932 .10002
Millennial 231 4.8268 1.33037 .08753SB
Older 123 4.4878 1.35723 .12238

Appendix IV: Labeling Protocol

This protocol was used for labeling and preparing the sample dataset used for training the 

classification model. The protocol provides a definition, keyword dictionary, and examples for 

labeling the data.

Aspect Guideline
Describes a reviewer’s opinion about functionality and efficiency of Venmo.
Keywords: easy, convenience, convenient, handy, fast, works, quick, simple, useful, free, 
no fee, sufficient, user friendly, instant, immediate, immediately, slow, wait, complicated, 
confusing, long, longer, time, delay, forever.

Examples
Positive Negative

Efficiency 
Positive / 
Negative

“Works great for splitting up things amongst 
friends.”

“Don't ever expect instant transfer to work.”

Describes reviewer’s opinion about the social aspect of Venmo.
Keywords: social, social media, private, privacy, public, see, seeing, comment, like, follow, 
invasive, 

Examples

Social
Positive / 
Negative

Positive Negative

Independent Samples Test
Levene's Test t-test for Equality of Means

95% CIVariable
F Sig. t df Sig. (2-

tailed)
Mean 

Differenc
e

Std. Error 
Differenc

e Lower Upper

IPC 2.820 .094 -2.259 352 .025 -.28395 .12571 -.53118 -.03672
SB .029 .866 2.267 352 .024 .33903 .14954 .04493 .63314
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“It's awesome I love reading the public 
comments, lol.”

“Don't like how you can see friends activity, 
I feel it's an invasion of privacy.”

Describes reviewer’s opinion about the fun and entertaining aspect of Venmo.
Keywords: fun, funny, enjoy, cool, cute, amusing, exciting, dull

Examples
Positive Negative

Fun
Positive

“Super handy, and using emojis is fun.” ---
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1. Privacy risk is positively related to social privacy concerns
2. Privacy control is negatively related to social privacy concerns
3. Information sensitivity is positively related to institutional privacy concerns
4. Institutional privacy concerns are negatively related to engagement
5. Social privacy concerns are negatively related to engagement 
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